
 

GENERAL SERVICES ADMINISTRATION 

Federal Acquisition Service 

Authorized Federal Supply Schedule FSS Price List 
 

On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option 

to create an electronic delivery order are available through GSAAdvantage!®, a menu-driven database 

system. The INTERNET address GSAAdvantage!® is: GSAAdvantage.gov. 

 

Multiple Award Schedule 
 

FSC Group: Information Technology  FSC Class: 
 

Contract Number: GS-35F-569GA 
 

Contract Period: July 24, 2022 – July 23, 2027 
 

 

Innovative Management Concepts, Inc. 
21400 Ridgetop Circle, Suite 160 

Dulles, VA 20166 

Phone (703) 318-8044 

Fax (703) 318-8740 

www.imcva.com  
 

Contract Administration Source 

Rick Nichols 

Phone: (703) 665-5114 

E-mail Address: rick.nichols@imcva.com\ 
 

Business size: Other than Small 
 

For more information on ordering go to the following website: https://www.gsa.gov/schedules. 

 

Price list current as of Modification #PS-0023 effective May 26, 2023 

 

Prices Shown Herein are Net (discount deducted) 

 

  

http://www.imcva.com/
mailto:rick.nichols@imcva.com
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CUSTOMER INFORMATION 

 
1a. Table of awarded special item number(s) with appropriate cross-reference to item 

descriptions and awarded price(s). 

SIN 518210C/STLOC/RC – Cloud and Cloud IT Related Professional Services 

SIN 54151S/STLOC/RC – Information Technology Professional Services 

SIN 54151HEAL//STLOC/RC – Health IT Professional Services 

SIN 54151HACS/STLOC/RC – Highly Adaptive Cybersecurity Services (HACS) 

SIN 54151ECOM/STLOC/RC – Electronic Commerce & Subscription Services 

 

1b. Identification of the lowest priced model number and lowest unit price for that model for 

each special item number awarded in the contract. This price is the Government price based on a 

unit of one, exclusive of any quantity/dollar volume, prompt payment, or any other concession 

affecting price. Those contracts that have unit prices based on the geographic location of the 

customer, should show the range of the lowest price, and cite the areas to which the prices apply. 

Not Applicable 

 

1c. If the Contractor is proposing hourly rates, a description of all corresponding commercial job 

titles, experience, functional responsibility and education for those types of employees or 

subcontractors who will perform services shall be provided. If hourly rates are not applicable, indicate 

“Not applicable” for this item. See attached pricelist on page 4. 

 

2. Maximum order. $500,000 per order/ per SIN 

 

3. Minimum order. $100 

 

4. Geographic coverage (delivery area). Worldwide 

 

5. Point(s) of production (city, county, and State or foreign country). Not Applicable 

 

6. Discount from list prices or statement of net price. Government Net Prices (discounts already 

deducted.) 

 

7. Quantity discounts. None 

 

8. Prompt payment discount. Net 30 days. Information for Ordering Offices: Prompt payment 

terms cannot be negotiated out of the contractual agreement in exchange for other concessions.  

 

9. Foreign items (list items by country of origin). Not Applicable 

 

10a. Time of delivery. To be negotiated with end user. 

 

10b. Expedited Delivery. To be negotiated with end user. 

 

10c. Overnight and 2-day delivery. Not Applicable 

 

10d.  Urgent Requirements. The Contractor will note in its price list the “Urgent Requirements” clause 

of its contract and advise agencies that they can also contact the Contractor’s representative to effect a 

faster delivery. To be negotiated with end user. 

 

11. F.O.B. point(s). Destination 
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12a. Ordering address(es). 

Innovative Management Concepts, Inc. 

21400 Ridgetop Circle, Suite 160 

Dulles, VA 20166 

(703) 318-8044 

www.imcva.com  
 

12b. Ordering procedures: See Federal Acquisition Regulation (FAR) 8.405-3. 

 

13. Payment address(es). 

Innovative Management Concepts, Inc. 

21400 Ridgetop Circle, Suite 160 

Dulles, VA 20166 

 

14. Warranty provision. IMC guarantees that all services and associated support services provided 

under this contract shall meet the minimum standards as described in IMC’s Authorized IT Schedule 

Price List. 

 

15. Export packing charges, if applicable. Not Applicable 

 

16. Terms and conditions of rental, maintenance, and repair (if applicable). Not Applicable 

 

17. Terms and conditions of installation (if applicable). Not Applicable 

 

18a.  Terms and conditions of repair parts indicating date of parts price lists and any discounts from list 

prices (if applicable). Not Applicable 

 

18b.  Terms and conditions for any other services (if applicable). Not Applicable 

 

19. List of service and distribution points (if applicable). Not Applicable 

 

20. List of participating dealers (if applicable). Not Applicable 

 

21. Preventive maintenance (if applicable). Not Applicable 

 

22a. Special attributes such as environmental attributes (e.g., recycled content, energy efficiency, 

and/or reduced pollutants). Not Applicable 

 

22b. If applicable, indicate that Section 508 compliance information is available for the information and 

communications technology (ICT) products and services and show where full details can be found (e.g. 

contractor’s website or other location.) ICT accessibility standards can be found at:www.Section508.gov/.  

Not Applicable 

 

23. Unique Entity Identification (UEIN) Number. E1KJG94MCPL7 

 

24. Notification regarding registration in the System for Award Management (SAM) database. 

IMC is registered with the SAM. The Cage Code is 06WG5. 

 

 

 

 

http://www.imcva.com/
http://www.section508.gov/
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Section II Terms and Conditions for all IT Contractors 
 

1) Organizational Conflicts Of Interest 

a) Definitions. 

"Contractor" means the person, firm, unincorporated association, joint venture, partnership, or 

corporation that is a party to this contract. 

"Contractor and its affiliates" and "Contractor or its affiliates" refers to the Contractor, its chief 

executives, directors, officers, subsidiaries, affiliates, subcontractors at any tier, and 

consultants and any joint venture involving the Contractor, any entity into or with which the 

Contractor subsequently merges or affiliates, or any other successor or assignee of the 

Contractor. 

An "Organizational conflict of interest" exists when the nature of the work to be performed 

under a proposed ordering activity contract, without some restriction on ordering activities by 

the Contractor and its affiliates, may either (i) result in an unfair competitive advantage to the 

Contractor or its affiliates or (ii) impair the Contractor's or its affiliates' objectivity in 

performing contract work. 

b) To avoid an organizational or financial conflict of interest and to avoid prejudicing the best 

interests of the ordering activity, ordering activities may place restrictions on the Contractors, its 

affiliates, chief executives, directors, subsidiaries and subcontractors at any tier when placing orders 

against schedule contracts. Such restrictions shall be consistent with FAR 9.505 and shall be 

designed to avoid, neutralize, or mitigate organizational conflicts of interest that might otherwise 

exist in situations related to individual orders placed against the schedule contract. Examples of 

situations, which may require restrictions, are provided at FAR 9.508 

2) Services Performed 

a) All services performed by the Contractor under the terms of this contract shall be as an 

independent Contractor, and not as an agent or employee of the ordering activity. 

b) The Contractor shall commence performance of services on the date agreed to by the Contractor 

and the ordering activity. 

c) The Contractor agrees to render services only during normal working hours, unless otherwise 

agreed to by the Contractor and the ordering activity. 

3) Travel. Any Contractor travel required in the performance of services must comply with the Pub. L. 

99-234 and FAR Part 31.205-46, as applicable, in effect on the date(s) the travel is performed. 

Established Federal Government per diem rates will apply to all Contractor travel. 

4) Warranty 

a) IMC guarantees that all services and associated support services provided under this contract shall 

meet the minimum standards as described in IMC’s Authorized IT Schedule Price List.  

b) The Contractor's commercial guarantee/warranty shall be included in the Commercial Supplier 

Agreement to include Enterprise User License Agreements or Terms of Service (TOS) agreements, 

if applicable. 

c) Except as otherwise provided by an express or implied warranty, the Contractor will not be liable 

to the ordering activity for consequential damages resulting from any defect or deficiencies in 

accepted items. 
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GSA Pricelist  

SIN 518210C Cloud and Cloud Related IT Professional Services 

# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 Journeyman Cloud IT Application Developer Level II  $88.58 $88.58 $91.24 $93.98 $96.81 

2 Journeyman Cloud IT Computer Systems Analyst $72.36 $72.36 $74.53 $76.77 $79.07 

3 Journeyman Cloud IT Data Management Specialist $91.51 $91.51 $94.25 $97.08 $99.99 

4 Journeyman Cloud IT Training Manager $84.71 $84.71 $87.24 $89.86 $92.56 

5 Journeyman Cloud IT Systems Engineer $97.73 $97.73 $100.66 $103.69 $106.80 

6 Journeyman Cloud IT Technical Writer/Editor $72.55 $72.55 $74.73 $76.98 $79.28 

7 Junior Cloud IT Cyber Security Specialist $81.15 $81.15 $83.59 $86.10 $88.68 

8 Senior Cloud IT Computer Systems Analyst $94.10 $94.10 $96.92 $99.83 $102.82 

9 Senior Cloud IT Cyber Security Specialist $110.66 $110.66 $113.97 $117.39 $120.92 

10 Senior Cloud IT Data Analyst $122.19 $122.19 $125.85 $129.63 $133.52 

11 Senior Cloud IT Data Security Specialist $98.92 $98.92 $101.89 $104.95 $108.09 

12 Senior Cloud IT Project Manager $126.08 $126.08 $129.85 $133.75 $137.76 

13 Senior Cloud IT Systems Engineer $121.62 $121.62 $125.27 $129.03 $132.90 

14 Senior Cloud IT Application Developer $110.28 $110.28 $113.58 $116.99 $120.49 

15 SME - Cloud IT Application Developer $117.68 $117.68 $121.21 $124.85 $128.59 

16 SME - Cloud IT Subject Matter Expert $127.11 $127.11 $130.92 $134.85 $138.90 

 

SIN 54151S IT Professional Services 
Gov’t Site Hourly Rates 

# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 

Journeyman Computer and Information Systems 

Manager $141.32 $145.56 $149.92 $154.42 $159.05 

2 Journeyman Computer Hardware Engineer $103.06 $106.16 $109.34 $112.62 $116.00 

3 Journeyman Computer Network Architect $102.84 $105.92 $109.10 $112.37 $115.75 

4 Journeyman Computer Network Support Specialist $72.88 $75.06 $77.32 $79.64 $82.03 

5 Journeyman Computer Operator $45.20 $46.56 $47.96 $49.40 $50.88 

6 Journeyman Computer Programmer $91.64 $94.39 $97.22 $100.13 $103.13 

7 Journeyman Computer Systems Analyst $88.00 $90.64 $93.36 $96.16 $99.04 

8 Journeyman Computer Systems Engineer/Architect $103.55 $106.65 $109.85 $113.15 $116.54 

9 Journeyman Computer User Support Specialist $57.99 $59.74 $61.53 $63.38 $65.28 

10 Journeyman Data Warehousing Specialist $81.10 $83.53 $86.04 $88.61 $91.27 

11 Journeyman Database Administrator $84.48 $87.02 $89.63 $92.32 $95.09 

12 Journeyman Database Architect $94.44 $97.27 $100.19 $103.19 $106.29 

13 Journeyman Document Management Specialist $69.91 $72.01 $74.17 $76.39 $78.68 

14 Journeyman Information Security Analyst $100.11 $103.11 $106.21 $109.39 $112.68 

15 Journeyman Information Technology Project Manager $102.22 $105.28 $108.43 $111.69 $115.04 

16 

Journeyman Network and Computer Systems 

Administrator $86.57 $89.17 $91.85 $94.60 $97.44 

17 Journeyman Software Developer, Applications $103.85 $106.96 $110.17 $113.47 $116.88 

18 Journeyman Software Developer, Systems Software $109.84 $113.14 $116.53 $120.03 $123.63 

19 

Journeyman Software Quality Assurance Engineer and 

Tester $72.03 $74.19 $76.41 $78.71 $81.07 
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# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

20 

Journeyman Telecommunications Engineering 

Specialist $88.43 $91.08 $93.81 $96.62 $99.53 

21 

Journeyman Telecommunications Equipment Installer 

and Repairer $55.81 $57.48 $59.20 $60.98 $62.81 

22 Journeyman Web Administrator $77.53 $79.86 $82.26 $84.73 $87.26 

23 Journeyman Web Developer $82.98 $85.47 $88.03 $90.67 $93.39 

24 Junior Computer and Information Systems Manager $111.54 $114.88 $118.33 $121.87 $125.53 

25 Junior Computer Hardware Engineer $81.34 $83.78 $86.29 $88.88 $91.55 

26 Junior Computer Network Architect $81.17 $83.61 $86.12 $88.70 $91.36 

27 Junior Computer Network Support Specialist $57.51 $59.23 $61.01 $62.84 $64.73 

28 Junior Computer Operator $35.66 $36.73 $37.82 $38.96 $40.13 

29 Junior Computer Programmer $72.30 $74.47 $76.71 $79.00 $81.37 

30 Junior Computer Systems Analyst $69.45 $71.54 $73.68 $75.89 $78.17 

31 Junior Computer Systems Engineer/Architect $81.71 $84.16 $86.69 $89.29 $91.97 

32 Junior Computer User Support Specialist $45.91 $47.29 $48.72 $50.18 $51.68 

33 Junior Data Warehousing Specialist $63.99 $65.91 $67.89 $69.92 $72.02 

34 Junior Database Administrator $66.67 $68.68 $70.73 $72.86 $75.04 

35 Junior Database Architect $74.54 $76.78 $79.08 $81.45 $83.90 

36 Junior Document Management Specialist $55.17 $56.83 $58.53 $60.28 $62.09 

37 Junior Information Security Analyst $78.99 $81.36 $83.80 $86.32 $88.91 

38 Junior Information Technology Project Manager $80.68 $83.09 $85.58 $88.15 $90.79 

39 Junior Network and Computer Systems Administrator $68.32 $70.37 $72.48 $74.66 $76.90 

40 Junior Software Developer, Applications $81.96 $84.42 $86.95 $89.56 $92.25 

41 Junior Software Developer, Systems Software $86.69 $89.29 $91.97 $94.73 $97.57 

42 

Junior Software Quality Assurance Engineer and 

Tester $56.86 $58.56 $60.31 $62.13 $63.99 

43 Junior Telecommunications Engineering Specialist $69.79 $71.89 $74.05 $76.26 $78.55 

44 

Junior Telecommunications Equipment Installer and 

Repairer $44.05 $45.37 $46.73 $48.13 $49.57 

45 Junior Web Administrator $61.20 $63.03 $64.93 $66.87 $68.88 

46 Junior Web Developer $65.49 $67.46 $69.48 $71.57 $73.71 

47 Senior Computer and Information Systems Manager $176.10 $181.38 $186.82 $192.42 $198.20 

48 Senior Computer Hardware Engineer $128.45 $132.30 $136.27 $140.36 $144.57 

49 Senior Computer Network Architect $128.16 $132.01 $135.97 $140.05 $144.25 

50 Senior Computer Network Support Specialist $90.80 $93.52 $96.32 $99.21 $102.19 

51 Senior Computer Operator $56.34 $58.04 $59.78 $61.57 $63.42 

52 Senior Computer Programmer $114.20 $117.62 $121.15 $124.79 $128.53 

53 Senior Computer Systems Analyst $109.67 $112.97 $116.35 $119.84 $123.44 

54 Senior Computer Systems Engineer/Architect $130.03 $133.92 $137.94 $142.09 $146.35 

55 Senior Computer User Support Specialist $72.47 $74.65 $76.89 $79.19 $81.57 

56 Senior Data Warehousing Specialist $101.03 $104.06 $107.18 $110.40 $113.71 

57 Senior Database Administrator $105.28 $108.43 $111.69 $115.04 $118.50 

58 Senior Database Architect $117.68 $121.21 $124.85 $128.59 $132.45 

59 Senior Document Management Specialist $87.13 $89.74 $92.43 $95.20 $98.06 

60 Senior Information Security Analyst $124.72 $128.45 $132.30 $136.27 $140.36 

61 Senior Information Technology Project Manager $127.39 $131.20 $135.14 $139.19 $143.37 

62 Senior Network and Computer Systems Administrator $107.86 $111.09 $114.43 $117.86 $121.40 
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# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

63 Senior Software Developer, Applications $129.41 $133.29 $137.29 $141.41 $145.65 

64 Senior Software Developer, Systems Software $136.88 $140.99 $145.22 $149.57 $154.06 

65 

Senior Software Quality Assurance Engineer and 

Tester $89.77 $92.46 $95.23 $98.10 $101.04 

66 Senior Telecommunications Engineering Specialist $110.21 $113.51 $116.92 $120.42 $124.04 

67 

Senior Telecommunications Equipment Installer and 

Repairer $69.56 $71.65 $73.79 $76.01 $78.29 

68 Senior Web Administrator $96.63 $99.54 $102.52 $105.59 $108.76 

69 Senior Web Developer $103.40 $106.50 $109.69 $112.99 $116.37 

70 SME - Computer and Information Systems Manager $217.42 $223.94 $230.66 $237.58 $244.71 

71 SME - Computer Hardware Engineer $158.57 $163.32 $168.22 $173.27 $178.47 

72 SME - Computer Network Architect $158.22 $162.96 $167.85 $172.89 $178.08 

73 SME - Computer Network Support Specialist $112.11 $115.48 $118.94 $122.51 $126.19 

74 SME - Computer Operator $69.56 $71.65 $73.79 $76.01 $78.29 

75 SME - Computer Programmer $140.96 $145.19 $149.54 $154.03 $158.65 

76 SME - Computer Systems Analyst $135.37 $139.43 $143.61 $147.92 $152.35 

77 SME - Computer Systems Engineer/Architect $159.27 $164.05 $168.97 $174.04 $179.25 

78 SME - Computer User Support Specialist $89.48 $92.16 $94.92 $97.77 $100.71 

79 SME - Data Warehousing Specialist $124.74 $128.47 $132.33 $136.30 $140.39 

80 SME - Database Administrator $129.96 $133.86 $137.88 $142.03 $146.29 

81 SME - Database Architect $145.29 $149.65 $154.15 $158.77 $163.54 

82 SME - Document Management Specialist $107.57 $110.79 $114.12 $117.54 $121.07 

83 SME - Information Security Analyst $153.97 $158.59 $163.35 $168.24 $173.29 

84 SME - Information Technology Project Manager $157.25 $161.96 $166.82 $171.83 $176.99 

85 SME - Network and Computer Systems Administrator $133.18 $137.18 $141.29 $145.53 $149.89 

86 SME - Software Developer, Applications $159.78 $164.57 $169.51 $174.60 $179.84 

87 SME - Software Developer, Systems Software $169.00 $174.07 $179.28 $184.66 $190.21 

88 

SME - Software Quality Assurance Engineer and 

Tester $110.83 $114.16 $117.58 $121.11 $124.75 

89 SME - Telecommunications Engineering Specialist $136.05 $140.13 $144.33 $148.66 $153.13 

90 

SME - Telecommunications Equipment Installer and 

Repairer $85.87 $88.45 $91.10 $93.83 $96.64 

91 SME - Web Administrator $119.28 $122.86 $126.55 $130.35 $134.26 

92 SME - Web Developer $127.63 $131.46 $135.40 $139.46 $143.64 

 

Contractor Site Hourly Rates 

# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 

Journeyman Computer and Information Systems 

Manager $146.11 $150.49 $155.00 $159.66 $164.44 

2 Journeyman Computer Hardware Engineer $106.54 $109.73 $113.03 $116.42 $119.92 

3 Journeyman Computer Network Architect $106.32 $109.51 $112.80 $116.18 $119.67 

4 Journeyman Computer Network Support Specialist $75.32 $77.58 $79.91 $82.31 $84.78 

5 Journeyman Computer Operator $46.73 $48.13 $49.57 $51.06 $52.59 

6 Journeyman Computer Programmer $94.73 $97.57 $100.50 $103.52 $106.62 

7 Journeyman Computer Systems Analyst $90.97 $93.70 $96.51 $99.41 $102.39 
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# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

8 Journeyman Computer Systems Engineer/Architect $107.03 $110.25 $113.55 $116.96 $120.46 

9 Journeyman Computer User Support Specialist $59.95 $61.75 $63.61 $65.51 $67.48 

10 Journeyman Data Warehousing Specialist $83.82 $86.34 $88.93 $91.60 $94.35 

11 Journeyman Database Administrator $87.34 $89.95 $92.65 $95.44 $98.30 

12 Journeyman Database Architect $97.62 $100.55 $103.57 $106.67 $109.87 

13 Journeyman Document Management Specialist $72.27 $74.44 $76.68 $78.97 $81.34 

14 Journeyman Information Security Analyst $103.48 $106.58 $109.77 $113.07 $116.46 

15 Journeyman Information Technology Project Manager $105.67 $108.85 $112.11 $115.48 $118.94 

16 

Journeyman Network and Computer Systems 

Administrator $89.48 $92.16 $94.92 $97.77 $100.71 

17 Journeyman Software Developer, Applications $107.36 $110.58 $113.89 $117.31 $120.83 

18 Journeyman Software Developer, Systems Software $113.55 $116.96 $120.46 $124.08 $127.80 

19 

Journeyman Software Quality Assurance Engineer and 

Tester $74.47 $76.71 $79.00 $81.37 $83.81 

20 

Journeyman Telecommunications Engineering 

Specialist $91.41 $94.15 $96.97 $99.88 $102.87 

21 

Journeyman Telecommunications Equipment Installer 

and Repairer $57.69 $59.43 $61.21 $63.04 $64.94 

22 Journeyman Web Administrator $80.15 $82.56 $85.04 $87.59 $90.22 

23 Journeyman Web Developer $85.76 $88.33 $90.98 $93.71 $96.52 

24 Junior Computer and Information Systems Manager $115.28 $118.74 $122.31 $125.97 $129.75 

25 Junior Computer Hardware Engineer $84.08 $86.60 $89.20 $91.88 $94.64 

26 Junior Computer Network Architect $83.90 $86.42 $89.01 $91.68 $94.43 

27 Junior Computer Network Support Specialist $59.47 $61.25 $63.08 $64.98 $66.92 

28 Junior Computer Operator $36.87 $37.97 $39.11 $40.28 $41.49 

29 Junior Computer Programmer $74.75 $77.00 $79.30 $81.68 $84.13 

30 Junior Computer Systems Analyst $71.79 $73.94 $76.16 $78.45 $80.81 

31 Junior Computer Systems Engineer/Architect $84.46 $86.99 $89.60 $92.29 $95.06 

32 Junior Computer User Support Specialist $47.46 $48.88 $50.35 $51.86 $53.41 

33 Junior Data Warehousing Specialist $66.16 $68.14 $70.19 $72.29 $74.46 

34 Junior Database Administrator $68.92 $70.98 $73.11 $75.30 $77.56 

35 Junior Database Architect $77.06 $79.37 $81.74 $84.19 $86.72 

36 Junior Document Management Specialist $57.04 $58.75 $60.51 $62.33 $64.20 

37 Junior Information Security Analyst $81.64 $84.09 $86.61 $89.21 $91.89 

38 Junior Information Technology Project Manager $83.41 $85.90 $88.48 $91.13 $93.86 

39 Junior Network and Computer Systems Administrator $70.63 $72.75 $74.93 $77.18 $79.50 

40 Junior Software Developer, Applications $84.73 $87.26 $89.88 $92.58 $95.37 

41 Junior Software Developer, Systems Software $89.60 $92.29 $95.06 $97.91 $100.86 

42 Junior Software Quality Assurance Engineer and Tester $58.77 $60.53 $62.35 $64.22 $66.15 

43 Junior Telecommunications Engineering Specialist $72.15 $74.32 $76.54 $78.84 $81.21 

44 

Junior Telecommunications Equipment Installer and 

Repairer $45.53 $46.90 $48.31 $49.76 $51.25 

45 Junior Web Administrator $63.25 $65.15 $67.10 $69.12 $71.19 

46 Junior Web Developer $67.69 $69.72 $71.82 $73.97 $76.19 

47 Senior Computer and Information Systems Manager $182.05 $187.51 $193.13 $198.92 $204.89 

48 Senior Computer Hardware Engineer $132.79 $136.77 $140.87 $145.09 $149.44 

49 Senior Computer Network Architect $132.49 $136.47 $140.56 $144.79 $149.13 
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# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

50 Senior Computer Network Support Specialist $93.86 $96.68 $99.58 $102.56 $105.63 

51 Senior Computer Operator $58.25 $59.99 $61.79 $63.65 $65.56 

52 Senior Computer Programmer $118.04 $121.57 $125.22 $128.98 $132.85 

53 Senior Computer Systems Analyst $113.36 $116.77 $120.27 $123.88 $127.60 

54 Senior Computer Systems Engineer/Architect $134.42 $138.45 $142.60 $146.88 $151.28 

55 Senior Computer User Support Specialist $74.92 $77.17 $79.49 $81.87 $84.33 

56 Senior Data Warehousing Specialist $104.44 $107.58 $110.80 $114.13 $117.55 

57 Senior Database Administrator $108.83 $112.09 $115.46 $118.92 $122.49 

58 Senior Database Architect $121.65 $125.30 $129.06 $132.93 $136.92 

59 Senior Document Management Specialist $90.08 $92.78 $95.56 $98.43 $101.38 

60 Senior Information Security Analyst $128.92 $132.79 $136.77 $140.87 $145.09 

61 Senior Information Technology Project Manager $131.68 $135.63 $139.70 $143.89 $148.20 

62 Senior Network and Computer Systems Administrator $111.50 $114.84 $118.29 $121.83 $125.49 

63 Senior Software Developer, Applications $133.77 $137.78 $141.91 $146.18 $150.56 

64 Senior Software Developer, Systems Software $141.50 $145.74 $150.12 $154.62 $159.25 

65 

Senior Software Quality Assurance Engineer and 

Tester $92.81 $95.59 $98.46 $101.41 $104.45 

66 Senior Telecommunications Engineering Specialist $113.92 $117.34 $120.86 $124.48 $128.22 

67 

Senior Telecommunications Equipment Installer and 

Repairer $71.92 $74.08 $76.30 $78.59 $80.95 

68 Senior Web Administrator $99.89 $102.88 $105.96 $109.15 $112.42 

69 Senior Web Developer $106.88 $110.09 $113.39 $116.80 $120.30 

70 SME - Computer and Information Systems Manager $224.76 $231.50 $238.44 $245.59 $252.96 

71 SME - Computer Hardware Engineer $163.92 $168.84 $173.90 $179.12 $184.49 

72 SME - Computer Network Architect $163.56 $168.46 $173.52 $178.73 $184.09 

73 SME - Computer Network Support Specialist $115.89 $119.37 $122.94 $126.63 $130.43 

74 SME - Computer Operator $71.92 $74.08 $76.30 $78.59 $80.95 

75 SME - Computer Programmer $145.71 $150.09 $154.59 $159.22 $164.00 

76 SME - Computer Systems Analyst $139.93 $144.13 $148.45 $152.91 $157.49 

77 SME - Computer Systems Engineer/Architect $164.65 $169.59 $174.68 $179.92 $185.32 

78 SME - Computer User Support Specialist $92.49 $95.26 $98.13 $101.07 $104.10 

79 SME - Data Warehousing Specialist $128.95 $132.82 $136.80 $140.90 $145.13 

80 SME - Database Administrator $134.36 $138.39 $142.54 $146.81 $151.21 

81 SME - Database Architect $150.20 $154.70 $159.35 $164.12 $169.05 

82 SME - Document Management Specialist $111.18 $114.52 $117.95 $121.49 $125.14 

83 SME - Information Security Analyst $159.17 $163.95 $168.87 $173.93 $179.15 

84 SME - Information Technology Project Manager $162.54 $167.42 $172.43 $177.60 $182.93 

85 SME - Network and Computer Systems Administrator $137.66 $141.79 $146.05 $150.43 $154.94 

86 SME - Software Developer, Applications $165.16 $170.12 $175.22 $180.48 $185.89 

87 SME - Software Developer, Systems Software $174.69 $179.93 $185.33 $190.89 $196.61 

88 

SME - Software Quality Assurance Engineer and 

Tester $114.56 $117.99 $121.53 $125.18 $128.94 

89 SME - Telecommunications Engineering Specialist $140.63 $144.86 $149.20 $153.67 $158.29 

90 

SME - Telecommunications Equipment Installer and 

Repairer $88.76 $91.42 $94.16 $96.98 $99.89 

91 SME - Web Administrator $123.30 $127.00 $130.81 $134.73 $138.77 

92 SME - Web Developer $131.94 $135.90 $139.98 $144.18 $148.50 
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       SIN 54151HEAL Health IT Professional Services 

# Labor Category 

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 Journeyman Health IT Computer Systems Analyst $86.64 $89.24 $91.92 $94.68 $97.52 

2 

Journeyman Health IT Document Management 

Specialist $70.25 $72.35 $74.52 $76.76 $79.06 

3 Journeyman Health IT Security Analyst $102.12 $105.18 $108.33 $111.59 $114.93 

4 

Senior Health IT Software Quality Assurance 

Engineer and Tester $93.66 $96.47 $99.37 $102.35 $105.42 

5 

Senior Health IT Information Systems Program 

Manager $137.86 $141.99 $146.26 $150.64 $155.16 

6 Senior Health IT Project Manager $112.75 $116.13 $119.62 $123.20 $126.90 

7 Senior Health IT Computer Programmer $94.80 $97.64 $100.57 $103.59 $106.69 

8 Senior Health IT Computer Systems Analyst $116.35 $119.84 $123.44 $127.14 $130.96 

9 Senior Health IT Database Administrator $87.11 $89.72 $92.41 $95.18 $98.04 

10 

Senior Health IT Document Management 

Specialist $83.47 $85.97 $88.55 $91.21 $93.95 

11 

Senior Health IT Network and Computer Systems 

Administrator $84.30 $86.83 $89.44 $92.12 $94.88 

12 Senior Health IT Security Analyst $111.28 $114.62 $118.06 $121.60 $125.25 

13 SME - Health IT Computer Programmer $165.56 $170.53 $175.65 $180.92 $186.35 

14 SME - Health IT Computer Systems Analyst $140.39 $144.60 $148.95 $153.41 $158.02 

15 SME - Health IT Project Manager $144.68 $149.02 $153.49 $158.10 $162.84 

16 

SME - Health IT Software Quality Assurance 

Engineer and Tester $97.44 $100.36 $103.38 $106.48 $109.67 

 

 

SIN 54151HACS Highly Adaptive Cybersecurity 

Contractor Site Hourly Rates 

# Labor Category  

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 Cyber Functional Area Expert II $113.76 $117.18 $120.70 $124.31 $128.04 

2 Cyber Lead SME $169.36 $174.44 $179.67 $185.06 $190.61 

3 Intermediate Cyber Analyst $77.29 $79.61 $81.99 $84.45 $86.98 

4 Journeyman Cyber Analyst $64.89 $66.83 $68.84 $70.90 $73.03 

5 Journeyman Information Security Analyst $110.11 $113.41 $116.82 $120.32 $123.93 

6 Junior Information Security Analyst $86.87 $89.48 $92.16 $94.92 $97.77 

7 Senior Cyber Analyst $112.52 $115.90 $119.38 $122.95 $126.64 

8 Senior Cyber Security Specialist $112.03 $115.40 $118.86 $122.43 $126.11 

9 Senior Cyber Software Engineer $132.83 $136.81 $140.91 $145.14 $149.49 

10 Senior Information Security Analyst $137.18 $141.29 $145.53 $149.89 $154.39 

11 Senior Security Analyst $157.81 $162.55 $167.43 $172.45 $177.62 
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Gov’t Site Hourly Rates 

# Customer Site  

GSA Price 

7/24/22 –

7/23/23 

GSA Price 

7/24/23 –

7/23/24 

GSA Price 

7/24/24 –

7/23/25 

GSA Price 

7/24/25 –

7/23/26 

GSA Price 

7/24/26 –

7/23/27 

1 Cyber Functional Area Expert II $110.46 $113.77 $117.19 $120.71 $124.32 

2 Cyber Lead SME $163.83 $168.75 $173.80 $179.02 $184.39 

3 Intermediate Cyber Analyst $75.05 $77.30 $79.62 $82.01 $84.46 

4 Journeyman Cyber Analyst $63.00 $64.90 $66.84 $68.85 $70.91 

5 Journeyman Information Security Analyst $106.51 $109.70 $113.00 $116.38 $119.88 

6 Junior Information Security Analyst $84.05 $86.57 $89.17 $91.85 $94.60 

7 Senior Cyber Analyst $109.24 $112.51 $115.89 $119.37 $122.94 

8 Senior Cyber Security Specialist $108.77 $112.03 $115.40 $118.86 $122.43 

9 Senior Cyber Software Engineer $128.96 $132.83 $136.81 $140.91 $145.14 

10 Senior Information Security Analyst $132.71 $136.69 $140.79 $145.01 $149.36 

11 Senior Security Analyst $153.22 $157.81 $162.55 $167.43 $172.45 
 

 SIN 54151ECOM Electronic Commerce & Subscription Service 
 

Product # Service Name and Description 
Svc 

Charge 
Service 
Term 

GSA 
Price 

1YR-RACK-
COLO-1 

One Colocation Rack Bundle includes: (1) Eaton RSN4562B 

Frame with (4) .375" Square HOL Rails and mounting hardware, 

or similar; Full Perforated Front Door; Split perforated Rear 

Door; Great lakes Case HDW- 105-50 mounting Hardware; 

Package of 50 M6 Cage nuts with screws-12MM screw length; 

Cage Space; Ladder rack Cabinet; Installed Copper and Fiber 

Cabling; Copper and Fiber Patch Panels; 5kW Redundant 208v 

Power per rack; Power Strips, as needed. 

Monthly 1 Year $3,577.06 

 

**INCIDENTAL SUPPORT COSTS - Incidental support costs are available outside the scope of this contract. The 

costs will be negotiated separately with the ordering activity in accordance with the guidelines set forth in the FAR. 

IMC offers a comprehensive range of hosting solutions to the Federal Government and commercial 

organizations ranging from simple colocation to cloud services to fully managed environments, 

depending upon the customer requirements. IMC hosting facilities use the latest materials, techniques, 

planning and equipment to ensure absolute reliability for our customer’s mission critical environments. 

Each hosting center sits directly on a fiber optic, OC-192, SONET backbone. This means that each 

customer's deployment has immediate access to virtually unlimited gigabit capacity and corresponding 

exceptional performance. Each IMC hosting center also meets or well exceeds Tier 3 classification 

requirements for redundancy, critical systems and construction. * 

 

* “Industry Standard Tier Classifications Define Site Infrastructure Performance” W. Pitt Turner, 

Kenneth Brill, The Uptime Institute, 2001, 2003 

 

IMC has Hosting Centers across the United States and the capability to expand to other locations rapidly. 

IMC may host sensitive but unclassified data in our facilities, unless a SCIF environment is incorporated 

and approved. This includes the higher levels of physical and data security required for highly Classified 

environments. Also, the IMC Federal support team has been cleared to Public Trust positions and been 

granted DoD security clearances. No foreign nationals work on IMC’s Federal hosting projects. 
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LABOR CATEGORY DESCRIPTIONS 

Educational Substitution & Work Experience Requirements 
Position Minimum Educational Requirements 

High School Diploma Associate’s Degree Bachelor’s Degree Master’s Degree 

High School 

Diploma 

Meets minimum 

qualifications 

High School Diploma  

+ 2 years of relevant 

experience 

High School Diploma 

 + 4 years of relevant 

experience 

High School Diploma 

+ 6 years of relevant 

experience 

Associate’s 

Degree 

Exceeds 

qualifications 

minimum 

Meets minimum 

qualifications 

Associate’s Degree  

+ 2 years of relevant 

experience 

Associate’s Degree 

+ 4 years of relevant 

experience 

Bachelor’s 

Degree 

Exceeds 

qualifications 

minimum 

Exceeds minimum 

qualifications 

Meets minimum 

qualifications  

Bachelor’s Degree     

+ 2 years of relevant 

experience 

 
Cloud and Cloud Related IT Professional Services 

 

1. Journeyman Cloud IT Application Developer Level II 

Minimum/General Experience:  2 years of relevant experience. 

Functional Responsibility:  Participates in the planning, design, and implementation of various cloud related 

technology products, or enhancements to computer programs.  Translates detailed design into computer software in a 

cloud environment.  Tests, debugs, and refines the software to produce the required product.  Prepares required 

documentation, including both program-level and user-level documentation.  Enhances software to reduce operating 

time or improve efficiency.   

Minimum Education:  Bachelor’s Degree 

 

2. Journeyman Cloud IT Computer Systems Analyst 

Minimum/General Experience:  1 year of relevant experience. 

Functional Responsibility:  Administers a Program, Project or Organization's database using database management 

systems to organize and store data in a cloud environment.  Determines user requirements, creates computer database, 

tests and coordinates changes.  Works closely with and Interacts with developer and end-user personnel to determine 

application data access requirements, transaction rates, volume analysis, and other pertinent data required to develop 

and maintain integrated cloud databases. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Associate’s Degree 

 

3. Journeyman Cloud IT Data Management Specialist 

Minimum/General Experience:  2 years of relevant experience. 

Functional Responsibility:  Performs tasks that ensure strategic and coordinated cloud data systems management, 

accuracy, integrity of data and reporting of data to internal and external stakeholders.  Ensuring timely and accurate 

reports, establishing, maintaining and updating databases and records for recurring internal reports.  Recommends and 

implements new operating methods to improve data flow, collection, processing and distribution. 

Minimum Education:  Bachelor’s Degree 

 

4. Journeyman Cloud IT Training Manager 

Minimum/General Experience:  1 year of relevant experience. 

Functional Responsibility:  Works across departments and with many stakeholders to support traiing and ensure that 

the training developed by the organization meets the needs of each function and is aligned with the goals of the 

business. Identifies and assesses future and current training needs, deploys a wide variety of training methods, conducts 

orientation sessions, monitors training program’s effectiveness, and tailors training programs as necessary. 

Minimum Education:  Bachelor’s Degree 
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5. Journeyman Cloud IT Systems Engineer 

Minimum/General Experience:  3 years of relevant experience. 

Functional Responsibility:  Develops and applies advanced methods, theories and research techniques to define 

engineering requirements, guidance and direction for implementation and testing of Cloud information systems.  

Assists with the assessments of cloud architecture and current hardware limitations, define and design complex cloud 

system specifications, input/output processes and working parameters for hardware/software compatibility. 

Minimum Education:  Bachelor’s Degree 

 

6. Journeyman Cloud IT Technical Writer/Editor 

Minimum/General Experience:  3 years of relevant experience. 

Functional Responsibility:  Assists in the collection and organizing of information required for preparation of user 

manuals, training materials, installation guides, proposals and reports for Cloud IT programs and activities.  Edits 

functional descriptions, system specifications, user manuals, special reports, or any other customer deliverables and 

documents. 

Minimum Education:  Associate’s Degree 

 

7. Junior Cloud IT Cyber Security Specialist 

Minimum/General Experience:  1 year of relevant experience. 

Functional Responsibility:  Provides monitoring, auditing, scanning, and other technical analysis and reporting as 

needed for compliance with security requirements for cloud related programs, systems, applications and environments. 

Responsible for physical cloud security assessments of servers, computer systems, and networks. Conducts regular 

security audits. Completes network mapping to identify live hosts and active Ports, Protocols and Services (PPS) and 

analyze the results of data to identify risk.  Assists in conducting vulnerability and system compliance assessments for 

Cyber Vulnerability Assessments (CVA). 

Minimum Education:  Bachelor’s Degree 

 

8. Senior Cloud IT Computer Systems Analyst 

Minimum/General Experience:  3 years of relevant experience. 

Functional Responsibility:  Responsible for analyzing cloud related information requirements.  Evaluates analytical 

and systematic problems of workflow.  Provides organization, planning and leads analysts to develop appropriate 

corrective actions.  Prepares developing plans for cloud information systems from project inception to closeout.  

Defines problems and develops system requirements and program specifications.  Provides guidance and supervision to 

daily support staff.    

Minimum Education:  Bachelor’s Degree 

 

9. Senior Cloud IT Cyber Security Specialist 

Minimum/General Experience:  4 years of relevant experience. 

Functional Responsibility:  Supports the implementation of enterprise and system security requirements for complex 

Cloud IT systems. Analyzes user, policy, and regulatory requirements and resource demands and coordinates with 

customer organization to establish and define programs, resources, and risks. Performs monitoring, auditing, scanning, 

and other technical analysis and reporting as needed for compliance with security requirements. May be responsible for 

physical security assessments of cloud servers, computer systems, and networks. May conducts regular security audits. 

May complete network mapping to identify live hosts and active Ports, Protocols and Services (PPS) and analyze the 

results of data to identify risk. Leads vulnerability and system compliance assessments for Cyber Vulnerability 

Assessments (CVA).  Provides guidance and supervision to daily support staff. 

Minimum Education:  Bachelor’s Degree 

 

10. Senior Cloud IT Data Analyst 

Minimum/General Experience:  5 years of relevant experience. 

Functional Responsibility:  Develops data models to implement for business needs related to Cloud IT programs and 

activities.  Uses and supports database applications and analytical tools in a cloud environment.  Performs research, 

documents and establishes standards and protocols for data analysis. 
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Minimum Education:  Bachelor’s Degree 

 

11. Senior Cloud IT Data Security Specialist 

Minimum/General Experience:  3 years of relevant experience. 

Functional Responsibility:  Leads and manages data security operations.  Provides support to plan, coordinate and 

implement the organization's information security for cloud programs and activities.  Provides support for facilitating 

and identifying current security issues on data networks.  Maintains working knowledge of business security practices 

and procedures, current security tools, hardware/software and their implementation.   

Minimum Education:  Bachelor’s Degree 

 

12. Senior Cloud IT Project Manager 

Minimum/General Experience:  6 years of relevant experience. 

Functional Responsibility:  Performs analysis, provides solution definition, and supports product releases that deliver 

high quality applications. Able to rapidly understand the business issues and data challenges of target markets and 

industries of the application. The Cloud IT PM I utilize technical and business expertise to evaluate project needs. By 

acquiring a deep understanding of the application domain and researching how functionality is to be used in customer 

environments, they have the ability to apply this functional knowledge and expertise to design value and add features 

that meet the needs of our clients.  With both a technical and business perspective, they are able to develop functional 

and system design specifications that meet the business requirements of the proposed cloud system. 

Minimum Education:  Bachelor’s Degree 

 

13. Senior Cloud IT Systems Engineer 

Minimum/General Experience:  5 years of relevant experience. 

Functional Responsibility:  Develops and applies advanced methods, theories and research techniques to define 

engineering requirements, guidance and direction for implementation and testing of Cloud information systems. 

Conducts assessments of cloud architecture and current hardware limitations, define and design complex Cloud IT 

system specifications, input/output processes and working parameters for hardware/software compatibility. Plans, 

conducts and technically directs projects or major phases of significant Cloud related projects.  Provides guidance and 

supervision to daily support staff. 

Minimum Education:  Bachelor’s Degree 

 

14. Senior Cloud IT Application Developer 

Minimum/General Experience:  5 years of relevant experience. 

Functional Responsibility:  Leads and manages the planning, design, and implementation of various cloud related 

technology products, or enhancements to computer programs.  Translates detailed design into computer software.  

Tests, debugs, and refines the cloud software to produce the required product.  Prepares required documentation, 

including both program-level and user-level documentation.  Enhances software to reduce operating time or improve 

efficiency.  Assists engineers and lower-level programmers to interpret software requirements and design 

specifications to code and integrates and tests software components. 

Minimum Education:  Bachelor’s Degree 

 

15. SME - Cloud IT Application Developer 

Minimum/General Experience:  4 years of relevant experience. 

Functional Responsibility:  Leads the planning, design, and implementation of various cloud related technology 

products, or enhancements to computer programs.  Translates detailed design into computer software in a cloud 

environment.  Tests, debugs, and refines the software to produce the required product.  Prepares required 

documentation, including both program-level and user-level documentation.  Enhances software to reduce operating 

time or improve efficiency.  Assists engineers and lower-level programmers to interpret software requirements and 

design specifications to code and integrates and tests software components.  Performs quality control and quality 

assurance procedures when required.  Provides guidance and supervision to daily support staff.   

Minimum Education:  Bachelor’s Degree 
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16. SME - Cloud IT Subject Matter Expert 

Minimum/General Experience:  6 years of relevant experience. 

Functional Responsibility:  Provides Cloud related IT technical, managerial, and administrative direction for problem 

resolution including, but not limited to: Cloud analysis, requirements development, and implementation for complex 

cloud systems and/or solutions. Makes recommendations and advises on Cloud IT system improvements, complex 

architecture, automated capabilities, networking and communications, software and hardware solutions, and modeling 

and simulation. 

Minimum Education:  Bachelor’s Degree 

 
IT Professional Services  

 

1. Journeyman Computer and Information Systems Manager  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Plan, direct, or coordinate activities in such fields as electronic data processing, 

information technology systems, IT systems analysis, and computer data programming. Possesses and applies expertise 

on multiple complex work assignments. Assignments may be broad in nature, requiring originality and innovation in 

determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting 

solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 
 

2. Journeyman Computer Hardware Engineer 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Research, design, develop, or test computer or computer-related equipment for 

commercial, industrial, military, or scientific use. May supervise the manufacturing and installation of computer or 

computer-related equipment and components. Possesses and applies expertise on multiple complex work assignments. 

Assignments may be broad in nature, requiring originality and innovation in determining how to accomplish tasks. 

Operates with appreciable latitude in developing methodology and presenting solutions to problems. Contributes to 

deliverables and performance metrics where applicable.  

Minimum Education: Bachelor’s Degree 
 

3. Journeyman Computer Network Architect 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design and implement computer and information networks, such as local area networks 

(LAN), wide area networks (WAN), intranets, extranets, and other data communications networks. Perform network 

modeling, analysis, and planning. May also design network and computer security measures. May research and 

recommend network and data communications hardware and software. Possesses and applies expertise on multiple 

complex work assignments. Assignments may be broad in nature, requiring originality and innovation in determining 

how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting solutions to 

problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 
 

4. Journeyman Computer Network Support Specialist  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Analyze, test, troubleshoot, and evaluate existing network systems, such as local area 

network (LAN), wide area network (WAN), and Internet systems or a segment of a network system. Perform network 

maintenance to ensure computer networks operate correctly with minimal interruption. Possesses and applies expertise 

on multiple complex IT work assignments. Assignments may be broad in nature, requiring originality and innovation 

in determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting 

solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 
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5. Journeyman Computer Operator 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Monitor and control electronic computer and peripheral electronic data processing 

equipment to process business, scientific, engineering, and other data according to operating instructions. Monitor and 

respond to computer operating and error messages. May enter commands at a computer terminal and set controls on 

computer and peripheral devices. Possesses and applies expertise on multiple complex work assignments. Assignments 

may be broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with 

appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and 

performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

6. Journeyman Computer Programmer 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and IT script that allow computer 

applications to run. Work from specifications drawn up by software developers or other individuals. May assist 

software developers by analyzing user needs and designing software solutions. May develop and write computer 

programs to store, locate, and retrieve specific documents, data, and information. Possesses and applies expertise on 

multiple complex work assignments. Assignments may be broad in nature, requiring originality and innovation in 

determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting 

solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

7. Journeyman Computer Systems Analyst 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and information technology systems. Analyze user requirements, procedures, and 

problems to automate or improve existing IT systems and review computer system capabilities, workflow, and 

scheduling limitations. May analyze or recommend commercially available computer software. Possesses and applies 

expertise on multiple complex work assignments. Assignments may be broad in nature, requiring originality and 

innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and 

presenting solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

8. Journeyman Computer Systems Engineer/Architect  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design and develop IT solutions to complex computer application problems, IT system 

administration issues, or network concerns. Perform systems management and integration functions. Possesses and 

applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring originality 

and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing methodology 

and presenting solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

9. Journeyman Computer User Support Specialist  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Provide technical assistance to computer users. Answer questions or resolve computer 

problems for clients in person, or via telephone or electronically. May provide assistance concerning the use of 

computer hardware and software, including printing, installation, word processing, electronic mail, and operating 

systems. Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, 

requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in 

developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics 

where applicable. 

Minimum Education: Associate’s Degree 
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10. Journeyman Data Warehousing Specialist 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design, model, or implement corporate information technology data warehousing 

activities. Program and configure warehouses of database information and provide IT support to data warehouse users. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable. 

Minimum Education: Bachelor’s Degree 

 

11. Journeyman Database Administrator 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Administer, test, and implement computer databases, applying knowledge of computer 

database management systems. Coordinate changes to computer databases. May plan, coordinate, and implement 

security measures to safeguard computer databases. Possesses and applies expertise on multiple complex work 

assignments. Assignments may be broad in nature, requiring originality and innovation in determining how to 

accomplish tasks. Operates with appreciable latitude in developing methodology and presenting solutions to problems. 

Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

12. Journeyman Database Architect 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design strategies for enterprise database systems and set standards for computer database 

operations, programming, and security. Design and construct large relational computer databases. Integrate new IT 

systems with existing database warehouse structure and refine computer system performance and functionality. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable. 

Minimum Education: Bachelor’s Degree 

 

13. Journeyman Document Management Specialist  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide information technology document management 

systems and related procedures that allow organizations to capture, store, retrieve, share, and destroy electronic data 

records and documents. Possesses and applies expertise on multiple complex work assignments. Assignments may be 

broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with 

appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and 

performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

14. Journeyman Information Security Analyst 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, 

requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in 

developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics 

where applicable.  

Minimum Education: Bachelor’s Degree 
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15. Journeyman Information Technology Project Manager  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage information technology (IT) projects. Lead and guide the work 

of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and assess 

business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable. 

Minimum Education: Bachelor’s Degree 

 

16. Journeyman Network and Computer Systems Administrator  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Install, configure, and support an organization's local area network (LAN), wide area 

network (WAN), and Internet systems or a segment of a network system. Monitor network to ensure computer network 

availability to all system users and may perform necessary maintenance to support network availability. May monitor 

and test Web site performance to ensure Web sites operate correctly and without interruption. May assist in network 

modeling, analysis, planning, and coordination between network and data communications hardware and software. 

May supervise computer user support specialists and computer network support specialists. May administer network 

security measures. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable. 

Minimum Education: Bachelor’s Degree 

 

17. Journeyman Software Developer, Applications  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Develop, create, and modify general computer application software or specialized utility 

programs. Analyze computer user needs and develop software solutions. Design software or customize software for 

client use with the aim of optimizing IT operational efficiency. May analyze and design computer databases within an 

application area, working individually or coordinating database development as part of a team. May supervise 

computer programmers. Possesses and applies expertise on multiple complex work assignments. Assignments may be 

broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with 

appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and 

performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

18. Journeyman Software Developer, Systems Software  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Research, design, develop, and test operating systems-level software, compilers, and 

computer network distribution software for medical, industrial, military, communications, aerospace, business, 

scientific, and general IT computing applications. Set operational specifications and formulate and analyze IT software 

requirements. May design embedded systems software. Apply principles and techniques of computer science, 

engineering, and mathematical analysis. Possesses and applies expertise on multiple complex work assignments. 

Assignments may be broad in nature, requiring originality and innovation in determining how to accomplish tasks. 

Operates with appreciable latitude in developing methodology and presenting solutions to problems. Contributes to 

deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 
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19. Journeyman Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify software problems 

and their causes. Possesses and applies expertise on multiple complex IT work assignments. Assignments may be 

broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with 

appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and 

performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

20. Journeyman Telecommunications Engineering Specialist  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design or configure voice, video, and data communications systems. Supervise 

installation and post-installation data communications service and maintenance. Possesses and applies expertise on 

multiple complex work assignments. Assignments may be broad in nature, requiring originality and innovation in 

determining how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting 

solutions to problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

21. Journeyman Telecommunications Equipment Installer and Repairer  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Install, set-up, rearrange, or remove switching, distribution, routing, and dialing equipment 

used in central offices or head ends. Service or repair telephone, cable television, Internet, and other communications 

equipment on customers' property. May install communications equipment or communications wiring in buildings. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable.  

Minimum Education: Associate’s Degree 

 

22. Journeyman Web Administrator 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Manage web environment design, deployment, development and maintenance activities. 

Perform testing and quality assurance of web sites and web applications. Possesses and applies expertise on multiple 

complex work assignments. Assignments may be broad in nature, requiring originality and innovation in determining 

how to accomplish tasks. Operates with appreciable latitude in developing methodology and presenting solutions to 

problems. Contributes to deliverables and performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 

 

23. Journeyman Web Developer 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Design, create, and modify Web sites. Analyze user needs to implement Web site content, 

graphics, performance, and capacity. May integrate Web sites with other computer applications. May convert written, 

graphic, audio, and video components to compatible Web formats by using software designed to facilitate the creation 

of Web and multimedia content. Possesses and applies expertise on multiple complex work assignments. Assignments 

may be broad in nature, requiring originality and innovation in determining how to accomplish tasks. Operates with 

appreciable latitude in developing methodology and presenting solutions to problems. Contributes to deliverables and 

performance metrics where applicable. 

Minimum Education: Bachelor’s Degree 
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24. Junior Computer and Information Systems Manager  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Plan, direct, or coordinate activities in such fields as electronic data processing, 

information technology systems, IT systems analysis, and computer data programming. Applies fundamental concepts, 

processes, practices, and procedures on technical assignments. Performs work that requires practical experience and 

training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

25. Junior Computer Hardware Engineer 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Research, design, develop, or test computer or computer-related equipment for 

commercial, industrial, military, or scientific use. May supervise the manufacturing and installation of computer or 

computer-related equipment and components. Applies fundamental concepts, processes, practices, and procedures on 

technical assignments. Performs work that requires practical experience and training. Work is performed under 

supervision. 

Minimum Education: Bachelor’s Degree 

 

26. Junior Computer Network Architect 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design and implement computer and information networks, such as local area networks 

(LAN), wide area networks (WAN), intranets, extranets, and other data communications networks. Perform network 

modeling, analysis, and planning. May also design network and computer security measures. May research and 

recommend network and data communications hardware and software. Applies fundamental concepts, processes, 

practices, and procedures on technical assignments. Performs work that requires practical experience and training. 

Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

27. Junior Computer Network Support Specialist  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Analyze, test, troubleshoot, and evaluate existing network systems, such as local area 

network (LAN), wide area network (WAN), and Internet systems or a segment of a network system. Perform network 

maintenance to ensure computer networks operate correctly with minimal interruption. Applies fundamental concepts, 

processes, practices, and procedures on technical assignments. Performs work that requires practical experience and 

training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

28. Junior Computer Operator 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Monitor and control electronic computer and peripheral electronic data processing 

equipment to process business, scientific, engineering, and other data according to operating instructions. Monitor and 

respond to computer operating and error messages. May enter commands at a computer terminal and set controls on 

computer and peripheral devices. Applies fundamental concepts, processes, practices, and procedures on technical 

assignments. Performs work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

29. Junior Computer Programmer 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and IT script that allow computer 

applications to run. Work from specifications drawn up by software developers or other individuals. May assist 

software developers by analyzing user needs and designing software solutions. May develop and write computer 

programs to store, locate, and retrieve specific documents, data, and information. Applies fundamental concepts, 

processes, practices, and procedures on technical assignments. Performs work that requires practical experience and 



21 

 

training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

30. Junior Computer Systems Analyst 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and information technology systems. Analyze user requirements, procedures, and 

problems to automate or improve existing IT systems and review computer system capabilities, workflow, and 

scheduling limitations. May analyze or recommend commercially available computer software. Applies fundamental 

concepts, processes, practices, and procedures on technical assignments. Performs work that requires practical 

experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

31. Junior Computer Systems Engineer/Architect  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design and develop IT solutions to complex computer application problems, IT system 

administration issues, or network concerns. Perform systems management and integration functions. Performs work 

that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

32. Junior Computer User Support Specialist 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Provide technical assistance to computer users. Answer questions or resolve computer 

problems for clients in person, or via telephone or electronically. May provide assistance concerning the use of 

computer hardware and software, including printing, installation, word processing, electronic mail, and operating 

systems. Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs work 

that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Associate’s Degree 

 

33. Junior Data Warehousing Specialist 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design, model, or implement corporate information technology data warehousing 

activities. Program and configure warehouses of database information and provide IT support to data warehouse users. 

Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs work that 

requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

34. Junior Database Administrator 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Administer, test, and implement computer databases, applying knowledge of computer 

database management systems. Coordinate changes to computer databases. May plan, coordinate, and implement 

security measures to safeguard computer databases. Applies fundamental concepts, processes, practices, and 

procedures on technical assignments. Performs work that requires practical experience and training. Work is performed 

under supervision. 

Minimum Education: Bachelor’s Degree 

 

35. Junior Database Architect 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design strategies for enterprise database systems and set standards for computer database 

operations, programming, and security. Design and construct large relational computer databases. Integrate new IT 

systems with existing database warehouse structure and refine computer system performance and functionality. 

Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs work that 
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requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

36. Junior Document Management Specialist 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide information technology document management 

systems and related procedures that allow organizations to capture, store, retrieve, share, and destroy electronic data 

records and documents. Applies fundamental concepts, processes, practices, and procedures on technical assignments. 

Performs work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

37. Junior Information Security Analyst 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs work 

that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

38. Junior Information Technology Project Manager  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage information technology (IT) projects. Lead and guide the work 

of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and assess 

business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. Applies 

fundamental concepts, processes, practices, and procedures on technical assignments. Performs work that requires 

practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

39. Junior Network and Computer Systems Administrator  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Install, configure, and support an organization's local area network (LAN), wide area 

network (WAN), and Internet systems or a segment of a network system. Monitor network to ensure computer network 

availability to all system users and may perform necessary maintenance to support network availability. May monitor 

and test Web site performance to ensure Web sites operate correctly and without interruption. May assist in network 

modeling, analysis, planning, and coordination between network and data communications hardware and software. 

May supervise computer user support specialists and computer network support specialists. May administer network 

security measures. Applies fundamental concepts, processes, practices, and procedures on technical assignments. 

Performs work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

40. Junior Software Developer, Applications 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Develop, create, and modify general computer application software or specialized utility 

programs. Analyze computer user needs and develop software solutions. Design software or customize software for 

client use with the aim of optimizing IT operational efficiency. May analyze and design computer databases within an 

application area, working individually or coordinating database development as part of a team. Applies fundamental 

concepts, processes, practices, and procedures on technical assignments. Performs work that requires practical 

experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 
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41. Junior Software Developer, Systems Software  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Research, design, develop, and test operating systems-level software, compilers, and 

computer network distribution software for medical, industrial, military, communications, aerospace, business, 

scientific, and general IT computing applications. Set operational specifications and formulate and analyze IT software 

requirements. May design embedded systems software. Apply principles and techniques of computer science, 

engineering, and mathematical analysis. Applies fundamental concepts, processes, practices, and procedures on 

technical assignments. Performs work that requires practical experience and training. Work is performed under 

supervision. 

Minimum Education: Bachelor’s Degree 

 

42. Junior Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify software problems 

and their causes. Performs work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

43. Junior Telecommunications Engineering Specialist  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design or configure voice, video, and data communications systems. Supervise 

installation and post-installation data communications service and maintenance. Applies fundamental concepts, 

processes, practices, and procedures on technical assignments. Performs work that requires practical experience and 

training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 

 

44. Junior Telecommunications Equipment Installer and Repairer  

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Install, set-up, rearrange, or remove switching, distribution, routing, and dialing 

equipment used in central offices or headend. Service or repair telephone, cable television, Internet, and other 

communications equipment on customers' property. May install communications equipment or communications wiring 

in buildings. Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs 

work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Associate’s Degree 

 

45. Junior Web Administrator 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Manage web environment design, deployment, development and maintenance activities. 

Perform testing and quality assurance of web sites and web applications. Applies fundamental concepts, processes, 

practices, and procedures on technical assignments. Performs work that requires practical experience and training. 

Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 
 

46. Junior Web Developer 

Minimum/General Experience: 0 - 2 years of relevant experience. 

Functional Responsibility: Design, create, and modify Web sites. Analyze user needs to implement Web site content, 

graphics, performance, and capacity. May integrate Web sites with other computer applications. May convert written, 

graphic, audio, and video components to compatible Web formats by using software designed to facilitate the creation 

of Web and multimedia content. Applies fundamental concepts, processes, practices, and procedures on technical 

assignments. Performs work that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree 
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47. Senior Computer and Information Systems Manager  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Plan, direct, or coordinate activities in such fields as electronic data processing, 

information technology systems, IT systems analysis, and computer data programming. Possesses and applies a 

comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

48. Senior Computer Hardware Engineer 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Research, design, develop, or test computer or computer-related equipment for 

commercial, industrial, military, or scientific use. May supervise the manufacturing and installation of computer or 

computer-related equipment and components. Possesses and applies a comprehensive knowledge across key tasks and 

high impact assignments. Plans and leads major technology assignments. Evaluates performance results and 

recommends major changes affecting short-term project growth and success. Functions as a technical expert across 

multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

49. Senior Computer Network Architect 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design and implement computer and information networks, such as local area networks 

(LAN), wide area networks (WAN), intranets, extranets, and other data communications networks. Perform network 

modeling, analysis, and planning. May also design network and computer security measures. May research and 

recommend network and data communications hardware and software. Possesses and applies a comprehensive 

knowledge across key tasks and high impact assignments. Plans and leads major technology assignments. Evaluates 

performance results and recommends major changes affecting short-term project growth and success. Functions as a 

technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

50. Senior Computer Network Support Specialist   

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Analyze, test, troubleshoot, and evaluate existing network systems, such as local area 

network (LAN), wide area network (WAN), and Internet systems or a segment of a network system. Perform network 

maintenance to ensure computer networks operate correctly with minimal interruption. Possesses and applies a 

comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

51. Senior Computer Operator 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Monitor and control electronic computer and peripheral electronic data processing 

equipment to process business, scientific, engineering, and other data according to operating instructions. Monitor and 

respond to computer operating and error messages. May enter commands at a computer terminal and set controls on 

computer and peripheral devices. Possesses and applies a comprehensive knowledge across key tasks and high impact 

assignments. Plans and leads major technology assignments. Evaluates performance results and recommends major 

changes affecting short- term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 
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52. Senior Computer Programmer 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and IT script that allow computer 

applications to run. Work from specifications drawn up by software developers or other individuals. May assist 

software developers by analyzing user needs and designing software solutions. May develop and write computer 

programs to store, locate, and retrieve specific documents, data, and information. Possesses and applies a 

comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

53. Senior Computer Systems Analyst 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and information technology systems. Analyze user requirements, procedures, and 

problems to automate or improve existing IT systems and review computer system capabilities, workflow, and 

scheduling limitations. May analyze or recommend commercially available computer software. Possesses and applies a 

comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

54. Senior Computer Systems Engineer/Architect  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design and develop IT solutions to complex computer application problems, IT system 

administration issues, or network concerns. Perform systems management and integration functions. Possesses and 

applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads major technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

55. Senior Computer User Support Specialist 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Provide technical assistance to computer users. Answer questions or resolve computer 

problems for clients in person, or via telephone or electronically. May provide assistance concerning the use of 

computer hardware and software, including printing, installation, word processing, electronic mail, and operating 

systems. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and 

leads major technology assignments. Evaluates performance results and recommends major changes affecting short-

term project growth and success. Functions as a technical expert across multiple project assignments. May supervise 

others. 

Minimum Education: Associate’s Degree 

 

56. Senior Data Warehousing Specialist 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design, model, or implement corporate information technology data warehousing 

activities. Program and configure warehouses of database information and provide IT support to data warehouse users. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 
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57. Senior Database Administrator 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Administer, test, and implement computer databases, applying knowledge of computer 

database management systems. Coordinate changes to computer databases. May plan, coordinate, and implement 

security measures to safeguard computer databases. Possesses and applies a comprehensive knowledge across key 

tasks and high impact assignments. Plans and leads major technology assignments. Evaluates performance results and 

recommends major changes affecting short- term project growth and success. Functions as a technical expert across 

multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

58. Senior Database Architect 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design strategies for enterprise database systems and set standards for computer database 

operations, programming, and security. Design and construct large relational computer databases. Integrate new IT 

systems with existing database warehouse structure and refine computer system performance and functionality. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

59. Senior Document Management Specialist 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide information technology document management 

systems and related procedures that allow organizations to capture, store, retrieve, share, and destroy electronic data 

records and documents. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. 

Plans and leads major technology assignments. Evaluates performance results and recommends major changes affecting 

short-term project growth and success. Functions as a technical expert across multiple project assignments. May 

supervise others. 

Minimum Education: Bachelor’s Degree 

 

60. Senior Information Security Analyst 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and 

leads major technology assignments. Evaluates performance results and recommends major changes affecting short-

term project growth and success. Functions as a technical expert across multiple project assignments. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

61. Senior Information Technology Project Manager  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage information technology (IT) projects. Lead and guide the work 

of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and assess 

business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 
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62. Senior Network and Computer Systems Administrator  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Install, configure, and support an organization's local area network (LAN), wide area 

network (WAN), and Internet systems or a segment of a network system. Monitor network to ensure computer network 

availability to all system users and may perform necessary maintenance to support network availability. May monitor 

and test Web site performance to ensure Web sites operate correctly and without interruption. May assist in network 

modeling, analysis, planning, and coordination between network and data communications hardware and software. 

May supervise computer user support specialists and computer network support specialists. May administer network 

security measures. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. 

Plans and leads major technology assignments. Evaluates performance results and recommends major changes 

affecting short-term project growth and success. Functions as a technical expert across multiple project assignments. 

May supervise others. 

Minimum Education: Bachelor’s Degree 

 

63. Senior Software Developer, Applications 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Develop, create, and modify general computer application software or specialized utility 

programs. Analyze computer user needs and develop software solutions. Design software or customize software for 

client use with the aim of optimizing IT operational efficiency. May analyze and design computer databases within an 

application area, working individually or coordinating database development as part of a team. May supervise 

computer programmers. Possesses and applies a comprehensive knowledge across key tasks and high impact 

assignments. Plans and leads major technology assignments. Evaluates performance results and recommends major 

changes affecting short- term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

64. Senior Software Developer, Systems Software  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Research, design, develop, and test operating systems-level software, compilers, and 

computer network distribution software for medical, industrial, military, communications, aerospace, business, 

scientific, and general IT computing applications. Set operational specifications and formulate and analyze IT software 

requirements. May design embedded systems software. Apply principles and techniques of computer science, 

engineering, and mathematical analysis. Possesses and applies a comprehensive knowledge across key tasks and high 

impact assignments. Plans and leads major technology assignments. Evaluates performance results and recommends 

major changes affecting short- term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

65. Senior Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify software problems 

and their causes. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. 

Plans and leads major technology assignments. Evaluates performance results and recommends major changes 

affecting short-term project growth and success. Functions as a technical expert across multiple project assignments. 

May supervise others. 

Minimum Education: Bachelor’s Degree 

 

66. Senior Telecommunications Engineering Specialist  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design or configure voice, video, and data communications systems. Supervise 

installation and post-installation data communications service and maintenance. Possesses and applies a comprehensive 

knowledge across key tasks and high impact assignments. Plans and leads major technology assignments. Evaluates 
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performance results and recommends major changes affecting short- term project growth and success. Functions as a 

technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

67. Senior Telecommunications Equipment Installer and Repairer  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Install, set-up, rearrange, or remove switching, distribution, routing, and dialing 

equipment used in central offices or headends. Service or repair telephone, cable television, Internet, and other 

communications equipment on customers' property. May install communications equipment or communications wiring 

in buildings. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans 

and leads major technology assignments. Evaluates performance results and recommends major changes affecting 

short-term project growth and success. Functions as a technical expert across multiple project assignments. May 

supervise others. 

Minimum Education: Associate’s Degree 

 

68. Senior Web Administrator 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Manage web environment design, deployment, development and maintenance activities. 

Perform testing and quality assurance of web sites and web applications. Possesses and applies a comprehensive 

knowledge across key tasks and high impact assignments. Plans and leads major technology assignments. Evaluates 

performance results and recommends major changes affecting short-term project growth and success. Functions as a 

technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

69. Senior Web Developer 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Design, create, and modify Web sites. Analyze user needs to implement Web site content, 

graphics, performance, and capacity. May integrate Web sites with other computer applications. May convert written, 

graphic, audio, and video components to compatible Web formats by using software designed to facilitate the creation 

of Web and multimedia content. Possesses and applies a comprehensive knowledge across key tasks and high impact 

assignments. Plans and leads major technology assignments. Evaluates performance results and recommends major 

changes affecting short- term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

70. SME - Computer and Information Systems Manager  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Plan, direct, or coordinate activities in such fields as electronic data processing, 

information technology systems, IT systems analysis, and computer data programming. Provides 

technical/management leadership on major tasks or technology assignments. Establishes goals and plans that meet 

project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

71. SME - Computer Hardware Engineer 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Research, design, develop, or test computer or computer-related equipment for 

commercial, industrial, military, or scientific use. May supervise the manufacturing and installation of computer or 

computer-related equipment and components. Provides technical/management leadership on major tasks or technology 

assignments. Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. 
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Directs and controls activities for a client, having overall responsibility for financial management, methods, and 

staffing to ensure that technical requirements are met. Interactions involve client negotiations and interfacing with 

senior management. Decision making and domain knowledge may have a critical impact on overall project 

implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

72. SME - Computer Network Architect 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design and implement computer and information networks, such as local area networks 

(LAN), wide area networks (WAN), intranets, extranets, and other data communications networks. Perform network 

modeling, analysis, and planning. May also design network and computer security measures. May research and 

recommend network and data communications hardware and software. Provides technical/management leadership on 

major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has domain and 

expert technical knowledge. Directs and controls activities for a client, having overall responsibility for financial 

management, methods, and staffing to ensure that technical requirements are met. Interactions involve client 

negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical 

impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

73. SME - Computer Network Support Specialist  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Analyze, test, troubleshoot, and evaluate existing network systems, such as local area 

network (LAN), wide area network (WAN), and Internet systems or a segment of a network system. Perform network 

maintenance to ensure computer networks operate correctly with minimal interruption. Provides technical/management 

leadership on major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has 

domain and expert technical knowledge. Directs and controls activities for a client, having overall responsibility for 

financial management, methods, and staffing to ensure that technical requirements are met. Interactions involve client 

negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical 

impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

74. SME - Computer Operator 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Monitor and control electronic computer and peripheral electronic data processing 

equipment to process business, scientific, engineering, and other data according to operating instructions. Monitor and 

respond to computer operating and error messages. May enter commands at a computer terminal and set controls on 

computer and peripheral devices. Provides technical/management leadership on major tasks or technology 

assignments. Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. 

Directs and controls activities for a client, having overall responsibility for financial management, methods, and 

staffing to ensure that technical requirements are met. Interactions involve client negotiations and interfacing with 

senior management. Decision making and domain knowledge may have a critical impact on overall project 

implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

75. SME - Computer Programmer 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and IT script that allow computer 

applications to run. Work from specifications drawn up by software developers or other individuals. May assist 

software developers by analyzing user needs and designing software solutions. May develop and write computer 

programs to store, locate, and retrieve specific documents, data, and information. Provides technical/management 

leadership on major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has 

domain and expert technical knowledge. Directs and controls activities for a client, having overall responsibility for 
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financial management, methods, and staffing to ensure that technical requirements are met. Interactions involve client 

negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical 

impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

76. SME - Computer Systems Analyst 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and information technology systems. Analyze user requirements, procedures, and 

problems to automate or improve existing IT systems and review computer system capabilities, workflow, and 

scheduling limitations. May analyze or recommend commercially available computer software. Provides 

technical/management leadership on major tasks or technology assignments. Establishes goals and plans that meet 

project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

77. SME - Computer Systems Engineer/Architect  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design and develop IT solutions to complex computer application problems, IT system 

administration issues, or network concerns. Perform systems management and integration functions. Provides 

technical/management leadership on major tasks or technology assignments. Establishes goals and plans that meet 

project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

78. SME - Computer User Support Specialist 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Provide technical assistance to computer users. Answer questions or resolve computer 

problems for clients in person, or via telephone or electronically. May provide assistance concerning the use of 

computer hardware and software, including printing, installation, word processing, electronic mail, and operating 

systems. Provides technical/management leadership on major tasks or technology assignments. Establishes goals and 

plans that meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a 

client, having overall responsibility for financial management, methods, and staffing to ensure that technical 

requirements are met. Interactions involve client negotiations and interfacing with senior management. Decision 

making and domain knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Associate’s Degree 

 

79. SME - Data Warehousing Specialist 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design, model, or implement corporate information technology data warehousing 

activities. Program and configure warehouses of database information and provide IT support to data warehouse users. 

Provides technical/management leadership on major tasks or technology assignments. Establishes goals and plans that 

meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 
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80. SME - Database Administrator 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Administer, test, and implement computer databases, applying knowledge of computer 

database management systems. Coordinate changes to computer databases. May plan, coordinate, and implement 

security measures to safeguard computer databases. Provides technical/management leadership on major tasks or 

technology assignments. Establishes goals and plans that meet project objectives. Has domain and expert technical 

knowledge. Directs and controls activities for a client, having overall responsibility for financial management, 

methods, and staffing to ensure that technical requirements are met. Interactions involve client negotiations and 

interfacing with senior management. Decision making and domain knowledge may have a critical impact on overall 

project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

81. SME - Database Architect 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design strategies for enterprise database systems and set standards for computer database 

operations, programming, and security. Design and construct large relational computer databases. Integrate new IT 

systems with existing database warehouse structure and refine computer system performance and functionality. 

Provides technical/management leadership on major tasks or technology assignments. Establishes goals and plans that 

meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

82. SME - Document Management Specialist 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide information technology document management 

systems and related procedures that allow organizations to capture, store, retrieve, share, and destroy electronic data 

records and documents. Provides technical/management leadership on major tasks or technology assignments. 

Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and 

controls activities for a client, having overall responsibility for financial management, methods, and staffing to ensure 

that technical requirements are met. Interactions involve client negotiations and interfacing with senior management. 

Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

83. SME - Information Security Analyst 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Provides technical/management leadership on major tasks or technology assignments. Establishes goals and 

plans that meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a 

client, having overall responsibility for financial management, methods, and staffing to ensure that technical 

requirements are met. Interactions involve client negotiations and interfacing with senior management. Decision 

making and domain knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 
 

84. SME - Information Technology Project Manager  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage information technology (IT) projects. Lead and guide the work 

of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and assess 
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business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. Provides 

technical/management leadership on major tasks or technology assignments. Establishes goals and plans that meet 

project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

85. SME - Network and Computer Systems Administrator  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Install, configure, and support an organization's local area network (LAN), wide area 

network (WAN), and Internet systems or a segment of a network system. Monitor network to ensure computer network 

availability to all system users and may perform necessary maintenance to support network availability. May monitor 

and test Web site performance to ensure Web sites operate correctly and without interruption. May assist in network 

modeling, analysis, planning, and coordination between network and data communications hardware and software. 

May supervise computer user support specialists and computer network support specialists. May administer network 

security measures. Provides technical/management leadership on major tasks or technology assignments. Establishes 

goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and controls 

activities for a client, having overall responsibility for financial management, methods, and staffing to ensure that 

technical requirements are met. Interactions involve client negotiations and interfacing with senior management. 

Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

86. SME - Software Developer, Applications 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Develop, create, and modify general computer application software or specialized utility 

programs. Analyze computer user needs and develop software solutions. Design software or customize software for 

client use with the aim of optimizing IT operational efficiency. May analyze and design computer databases within an 

application area, working individually or coordinating database development as part of a team. May supervise 

computer programmers. Provides technical/management leadership on major tasks or technology assignments. 

Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and 

controls activities for a client, having overall responsibility for financial management, methods, and staffing to ensure 

that technical requirements are met. Interactions involve client negotiations and interfacing with senior management. 

Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

87. SME - Software Developer, Systems Software  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Research, design, develop, and test operating systems-level software, compilers, and 

computer network distribution software for medical, industrial, military, communications, aerospace, business, 

scientific, and general IT computing applications. Set operational specifications and formulate and analyze IT software 

requirements. May design embedded systems software. Apply principles and techniques of computer science, 

engineering, and mathematical analysis. Provides technical/management leadership on major tasks or technology 

assignments. Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. 

Directs and controls activities for a client, having overall responsibility for financial management, methods, and 

staffing to ensure that technical requirements are met. Interactions involve client negotiations and interfacing with 

senior management. Decision making and domain knowledge may have a critical impact on overall project 

implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 
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88. SME - Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify software problems 

and their causes. Provides technical/management leadership on major tasks or technology assignments. Establishes 

goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and controls 

activities for a client, having overall responsibility for financial management, methods, and staffing to ensure that 

technical requirements are met. Interactions involve client negotiations and interfacing with senior management. 

Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

89. SME - Telecommunications Engineering Specialist  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design or configure voice, video, and data communications systems. Supervise 

installation and post-installation data communications service and maintenance. Provides technical/management 

leadership on major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has 

domain and expert technical knowledge. Directs and controls activities for a client, having overall responsibility for 

financial management, methods, and staffing to ensure that technical requirements are met. Interactions involve client 

negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical 

impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

90. SME - Telecommunications Equipment Installer and Repairer  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Install, set-up, rearrange, or remove switching, distribution, routing, and dialing 

equipment used in central offices or headends. Service or repair telephone, cable television, Internet, and other 

communications equipment on customers' property. May install communications equipment or communications wiring 

in buildings. Provides technical/management leadership on major tasks or technology assignments. Establishes goals 

and plans that meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a 

client, having overall responsibility for financial management, methods, and staffing to ensure that technical 

requirements are met. Interactions involve client negotiations and interfacing with senior management. Decision 

making and domain knowledge may have a critical impact on overall project implementation. May supervise others.  

Minimum Education: Associate’s Degree 

 

91. SME - Web Administrator 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Manage web environment design, deployment, development and maintenance activities. 

Perform testing and quality assurance of web sites and web applications. Provides technical/management leadership on 

major tasks or technology assignments. Establishes goals and plans that meet project objectives. Has domain and 

expert technical knowledge. Directs and controls activities for a client, having overall responsibility for financial 

management, methods, and staffing to ensure that technical requirements are met. Interactions involve client 

negotiations and interfacing with senior management. Decision making and domain knowledge may have a critical 

impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

92. SME - Web Developer 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Design, create, and modify Web sites. Analyze user needs to implement Web site content, 

graphics, performance, and capacity. May integrate Web sites with other computer applications. May convert written, 

graphic, audio, and video components to compatible Web formats by using software designed to facilitate the creation 

of Web and multimedia content. Provides technical/management leadership on major tasks or technology assignments. 

Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. Directs and 
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controls activities for a client, having overall responsibility for financial management, methods, and staffing to ensure 

that technical requirements are met. Interactions involve client negotiations and interfacing with senior management. 

Decision making and domain knowledge may have a critical impact on overall project implementation. May supervise 

others. 

Minimum Education: Bachelor’s Degree 

 

Health IT Professional Services 

 

1. Journeyman Health IT Computer Systems Analyst  

Minimum/General Experience: 2 - 5 years of relevant experience 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and Health Information Technology systems. Analyze user requirements, 

procedures, and problems to automate or improve existing IT systems and review computer system capabilities, 

workflow, and scheduling limitations. May analyze or recommend commercially available computer software. 

Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, requiring 

originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in developing 

methodology and presenting solutions to problems. Contributes to deliverables and performance metrics where 

applicable. 

Minimum Education: Bachelor’s Degree 

 

2. Journeyman Health IT Document Management Specialist  

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide Health IT document management systems and 

related procedures that allow organizations to capture, store, retrieve, share, and destroy electronic data records and 

documents. Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in 

nature, requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude 

in developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics 

where applicable. 

Minimum Education: Bachelor’s Degree 

 

3. Journeyman Health IT Security Analyst 

Minimum/General Experience: 2 - 5 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor Health IT security measures for the protection of 

Health IT computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, 

requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in 

developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics 

where applicable. 

Minimum Education: Bachelor’s Degree 

 

4. Senior Health IT Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify Health Information 

Technology (HIT) software problems and their causes. Possesses and applies a comprehensive knowledge across key 

tasks and high impact assignments. Plans and leads major Technology assignments. Evaluates performance results and 

recommends major changes affecting short- term project growth and success. Functions as a technical expert across 

multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 
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5. Senior Health IT and Information Systems Program Manager  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Leads a Health IT Team with planning, directing, and coordinating activities in such fields 

as electronic data processing, information technology systems, IT systems analysis, and computer data programming. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. 

Minimum Education: Bachelor’s Degree 

 

6. Senior Health IT Project Manager 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage Health Information Technology (HIT) projects. Lead and guide 

the work of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and 

assess business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major Technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

7. Senior Health IT Computer Programmer 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and script that allow computer 

applications to run. Work from specifications drawn up by software developers or other individuals for Health 

Information Technology applications and systems. May assist software developers by analyzing user needs and 

designing software solutions. May develop and write computer programs to store, locate, and retrieve specific 

documents, data, and Health Information. Possesses and applies a comprehensive knowledge across key tasks and high 

impact assignments. Plans and leads major Technology assignments. Evaluates performance results and recommends 

major changes affecting short- term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

8. Senior Health IT Computer Systems Analyst 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and Health Information Technology systems. Analyze user requirements, 

procedures, and problems to automate or improve existing IT systems and review computer system capabilities, 

workflow, and scheduling limitations. May analyze or recommend commercially available computer software. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major Technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others 

Minimum Education: Bachelor’s Degree 

 

9. Senior Health IT Database Administrator 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Administer, test, and implement computer databases, applying knowledge of computer 

database management systems for Health Information Technology (HIT) applications and systems. Coordinate changes 

to computer databases. May plan, coordinate, and implement security measures to safeguard computer databases. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major Technology assignments. Evaluates performance results and recommends major changes affecting short term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 
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10. Senior Health IT Document Management Specialist 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Implement and administer enterprise-wide Health Information Technology document 

management systems and related procedures that allow organizations to capture, store, retrieve, share, and destroy 

electronic data records and documents. Possesses and applies a comprehensive knowledge across key tasks and high 

impact assignments. Plans and leads major Technology assignments. Evaluates performance results and recommends 

major changes affecting short-term project growth and success. Functions as a technical expert across multiple project 

assignments. May supervise others. 

Minimum Education: Bachelor’s Degree 

 

11. Senior Health IT Network and Computer Systems Administrator  

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Install, configure, and support an organization's local area network (LAN), wide area 

network (WAN), and Internet systems or a segment of a network system in support of Health Information Technology 

(HIT) systems. Monitor network to ensure computer network availability to all system users and may perform 

necessary maintenance to support network availability. May monitor and test Web site performance to ensure Web 

sites operate correctly and without interruption. May assist in network modeling, analysis, planning, and coordination 

between network and data communications hardware and software. May supervise computer user support specialists 

and computer network support specialists. May administer network security measures. Possesses and applies a 

comprehensive knowledge across key tasks and high impact assignments. Plans and leads major Technology 

assignments. Evaluates performance results and recommends major changes affecting short-term project growth and 

success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

12. Senior Health IT Security Analyst 

Minimum/General Experience: 5 - 10 years of relevant experience. 

Functional Responsibility: Plans, implements, upgrades, and monitors Health IT security measures for the protection 

of computer networks and information. May ensure appropriate IT security controls are in place that will safeguard 

digital files and vital electronic infrastructure. May respond to computer security breaches and system viruses. 

Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and leads 

major technology assignments. Evaluates performance results and recommends major changes affecting short-term 

project growth and success. Functions as a technical expert across multiple project assignments. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

13. SME - Health IT Computer Programmer 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Create, modify, and test the computer code, forms, and Health Information Technology 

script that allow computer applications to run. Work from specifications drawn up by software developers or other 

individuals. May assist software developers by analyzing user needs and designing software solutions. May develop 

and write computer programs to store, locate, and retrieve specific documents, data, and Health Information. Provides 

technical/management leadership on major tasks or Technology assignments. Establishes goals and plans that meet 

project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others.  

Minimum Education: Bachelor’s Degree. 

 

14. SME - Health IT Computer Systems Analyst  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Analyze computer science, engineering, business, and other data processing problems to 

implement and improve computer and Health Information Technology systems. Analyze user requirements, 

procedures, and problems to automate or improve existing IT systems and review computer system capabilities, 
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workflow, and scheduling limitations. May analyze or recommend commercially available computer software. 

Provides technical/management leadership on major tasks or Technology assignments. Establishes goals and plans that 

meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

15. SME - Health IT Project Manager 

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Plan, initiate, and manage Health Information Technology (HIT) projects. Lead and guide 

the work of technical staff. Serve as liaison between business and technical aspects of projects. Plan project stages and 

assess business implications for each stage. Monitor progress to assure deadlines, standards, and cost targets are met. 

Provides technical/management leadership on major tasks or Technology assignments. Establishes goals and plans that 

meet project objectives. Has domain and expert technical knowledge. Directs and controls activities for a client, having 

overall responsibility for financial management, methods, and staffing to ensure that technical requirements are met. 

Interactions involve client negotiations and interfacing with senior management. Decision making and domain 

knowledge may have a critical impact on overall project implementation. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

16. SME - Health IT Software Quality Assurance Engineer and Tester  

Minimum/General Experience: 10+ years of relevant experience. 

Functional Responsibility: Develop and execute computer software test plans in order to identify software problems 

and their causes. Provides technical/management leadership on major tasks or Health Information Technology 

assignments. Establishes goals and plans that meet project objectives. Has domain and expert technical knowledge. 

Directs and controls activities for a client, having overall responsibility for financial management, methods, and 

staffing to ensure that technical requirements are met. Interactions involve client negotiations and interfacing with 

senior management. Decision making and domain knowledge may have a critical impact on overall project 

implementation. May supervise others. 

Minimum Education: Bachelor’s Degree. 

 

Highly Adaptive Cybersecurity Service 

 

1. Cyber Functional Area Expert II 

Minimum/General Experience: 5 years of relevant experience. 

Functional Responsibility: Oversees multiple medium complex cyber projects. Possesses expert knowledge of 

business processes. Responsible for performance, cost, scope, schedule, quality, and appropriate business 

measurements for projects, according to their project charter. Has extensive professional knowledge of market 

segment/industry/technology/ discipline trends. Anticipates future customer, industry, and business trends. Applies this 

understanding to complex problems to meet project objectives. As appropriate, challenges the validity of given 

procedures and processes with a view toward enhancement or improvement. Analyzes information and situations and 

implement actions, independently and or through the management team to ensure project objectives are met. Analyzes 

new and complex project related problems and creates innovative solutions involving finance, scheduling, technology, 

methodology, tools, and solution components.   

Minimum Education: Bachelor’s Degree. 

 

2. Cyber Lead SME 

Minimum/General Experience: 8 years of relevant experience. 

Functional Responsibility: Responsible for providing unique cyber domain expertise and guidance to the delivery 

team and stakeholders. Work may encompass one or more specialty areas of cyber security, cyberspace, and cyber 

operations, including providing expert knowledge and insight into compliance, cyber hunt, incident response, risk and 

vulnerability assessment, and emerging cyber threats requirements; guiding technical support to penetration testers, 
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incident handlers, cyber analysts, and product support personnel relative to the cyber arena; assisting in the 

management of complex networks and systems of differing classification levels systems; integrating cyber security 

requirements with communication and IT; and utilizing other principles in the professional body of knowledge.  

Minimum Education: Bachelor’s Degree. 

 

3. Intermediate Cyber Analyst 

Minimum/General Experience: 2 years of relevant experience. 

Functional Responsibility: Supports development of technical solutions to support client’s requirements in solving 

moderately complex network, platform, and system security problems. They will assist with the management and 

administration of enterprise security programs. Responsibilities include: assisting with incident response, cyber hunt 

activities, penetration testing, cyber system engineering, development, and monitoring. Will also conduct security 

control assessments with cyber security stakeholders, collect and review artifacts and evidence for compliance with 

security controls, and document assessment results in a security assessment report and risk assessment report. 

Minimum Education: Bachelor’s Degree. 

 

4. Journeyman Cyber Analyst 

Minimum/General Experience: 1 year of relevant experience. 

Functional Responsibility: Will have a basic understandings of concepts and terms related access control systems; 

cryptography; security architecture; operations security; applications security and systems development; statutory and 

regulatory compliance; forensics, investigations, or security ethics. Will assist in penetration testing, incident response 

and cyber hunt activities as well as systems certification and accreditation projects, including the development of 

system documentation, system hardening, safeguard implementation, vulnerability assessments, and risk analysis. They 

will assist with the management and administration of enterprise security programs. 

Minimum Education: Bachelor’s Degree. 

 

5. Journeyman Information Cyber Security Analyst 

Minimum/General Experience: 3 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Possesses and applies expertise on multiple complex work assignments. Assignments may be broad in nature, 

requiring originality and innovation in determining how to accomplish tasks. Operates with appreciable latitude in 

developing methodology and presenting solutions to problems. Contributes to deliverables and performance metrics 

where applicable. 

Minimum Education: Bachelor’s Degree. 

 

6. Junior Information Cyber Security Analyst 

Minimum/General Experience: 2 year of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology security measures for the 

protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Applies fundamental concepts, processes, practices, and procedures on technical assignments. Performs work 

that requires practical experience and training. Work is performed under supervision. 

Minimum Education: Bachelor’s Degree. 

 

7. Senior Cyber Analyst 

Minimum/General Experience: 3 years of relevant experience. 

Functional Responsibility: Responsible for providing customer support in solving all phases of complex cyber 

security related technical problems. Reviews and recommends cyber security solutions to customer problems based on 

an understanding of systems test results. Conducts security control assessments with cyber security stakeholders, 

collect and review artifacts and compile a body of evidence for compliance with security controls, and document 

assessment results in a security assessment report and risk assessment report. Particular attention placed on Guard, 
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Firewall, host and network Intrusion Detection/ Protection Systems, Penetration Testing, Cyber Hunt activities, Risk 

and Vulnerability Assessments. 

Minimum Education: Bachelor’s Degree. 

 

8. Senior Cyber Security Analyst 

Minimum/General Experience: 3 years of relevant experience. 

Functional Responsibility: Contributes to generating responses to cyber crisis or urgent situations to mitigate 

immediate and / or potential threats.  Uses mitigation, preparedness, and response and recovery approaches, as needed, 

to maximize survival of life, preservation of property, and information security.   

Minimum Education: Bachelor’s Degree. 

 

9. Senior Cyber Security Specialist 

Minimum/General Experience: 5 years of relevant experience. 

Functional Responsibility: Responsible for Information Assurance and Information Security, monitor and analyze 

alerts from Intrusion Detection/ Prevention Systems (IDS/IPS), firewalls, anti-virus, and other tools/systems. 

Responsible for the development, submission, and maintenance of various artifacts required to obtain Authority to 

Operate (ATO) for general and industrial networks. Establish documents and monitor the cybersecurity program and 

ensure compliance with all government and business cybersecurity requirements. Ensures that personnel with 

cybersecurity responsibilities are trained on cybersecurity requirements, operations, safeguards, and incident handling 

procedures. Perform information security and vulnerability assessments and penetration testing. Apply broad in-depth 

business and technical knowledge to establish technical direction and priorities. Responsible for defining IT 

governance, risk and compliance program elements and the plan to monitor active IT compliance, develop and 

maintain policies, procedures, baselines and standards working closely with other managers within IT and across the 

business. 

Minimum Education: Bachelor’s Degree. 

 

10. Senior Cyber Software Engineer 

Minimum/General Experience: 5 years of relevant experience. 

Functional Responsibility: Conducts systems security analysis and implementation, system engineering, electrical 

design, design assurance, testing, security software engineering, program design, configuration management, 

integration, and testing of cyber security products and techniques. Participates in special projects or investigations into 

specific technology or solution issues and research and piloting of new technologies. Serve as a point of contact for 

engineering efforts while maintaining compliance with the customer's policies and guidelines. 

Minimum Education: Bachelor’s Degree. 

 

11. Senior Information Cyber Security Analyst 

Minimum/General Experience: 8 years of relevant experience. 

Functional Responsibility: Plan, implement, upgrade, or monitor information technology cyber security measures for 

the protection of computer networks and information. May ensure appropriate IT security controls are in place that will 

safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and system 

viruses. Possesses and applies a comprehensive knowledge across key tasks and high impact assignments. Plans and 

leads major technology assignments. Evaluates performance results and recommends major changes affecting short-

term project growth and success. Functions as a technical expert across multiple project assignments. May supervise 

others. 

Minimum Education: Bachelor’s Degree. 


